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1 In the Beginning
First of all, let’s clarify the purpose for importing CSO ECM. We recommend that you
clearly document your company’s manual in advance. For example:
What kind of files will be stored?
With whom will the files be shared with?
In what operations will this service be used?
Where will this service be used?
Things like the above samples are to be decided as minimum requirement for your
operational design. For this purpose, please establish your goal in detail. For example:
Speed up information sharing with file sharing
Cut cost with progressed efficiency
Increase productivity in various processes

However, it 1s not necessary to list all goals in detail. You may also decide your goals
while setting up CSO ECM.

2 Initial Setup
When importing CSO ECM, it is necessary to configure the following settings first.

O Organization’s basic information

v" Register organization name, departments, positions, and users that use CSO ECM.

v Register the basic information of organization such as company name, address,
telephone number, etc.

v' Decide whether to set a limit on stored files for organization.

\

Create a department/position system for organization.
v" Set a maximum threshold for each space, and set up the e-mail address for

notification when the maximum capacity is reached.

a

Authorization settings
v' Customize the authorizations and profiles for usage of features in CSO ECM.

v' Customize the authorizations and roles for editing files stored in CSO ECM.

O Import users
v" First of all, let’s manual register users and understand the required items for user
registration.

v" Register users by using importing data in CSV format.
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O Security settings
v" Confirm and setup your password policy according to your company’s ISMS standard.

v' If you wish to restrict usable network, configure IP address restrictions.

2.1 Organization Basic Information

First of all, let’s correctly insert organization, i.e., your company information.

Top menu: this is GSO ECM" s application menu User ID: the user ID of the logged in user

[ cious sharec office

Drganizational setting
Information

Organizational setting

Personal seftings

Online manual: CSO ECM’ s manual

User Management
|‘ Organizational setting

Organization Partners Inforf]  Security setting CSODFDEMO 2014 Co., Ltd. Phone
Information
Service Management P EAX
Contents Management
= 106- 0014 Time zone (GMT+0%:00) Japan Standard Time (Asia/To
Custom field management tokyoMinato-ku kyo)
Shiba 5-33-7
Workflow Management Language Japanese

DEP;""R'E"'S =nd  Metificafion off | 5t Customize Settings
ositions
bile management hared Office  Created Date  02/26/2014 09:34

Support
About CSO

jotosato Last Updated 10V02/2014 20n40

Collabo Space Unlimited / G63.9 MB
o . 4 KB
Chevron menu: the menu for various features. e

From the application menu select “Configuration”, then select “Organizational setting.

Organizational setting = <= Organizational setting
$ Edit the basic information of organization

Organization Information

Grganizstion | Pariners Information o “a"'z::;g CSODFDEMO 2014 Co., Ltd. Phone

Country [Japan - JP v

Postal |105-0014

State |tokyo

Point!

Depsriments snd  Motification of spaces

Positions 5 -
iy
Street [Shia 5337 I You may set different

Address

|anguages for different
Creator Cloud Shared Cffice  Created Date ™.

Updator Naoki Motosato Last Updated 10/02/20 users.

Corporation space size infomation (limit / now)

Collabo Space GB ] Unlimited / 963.9 MB

Select “Organization Information”, then edit your organization name, address, phone

number, and language.
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System-mail sender

[ Revert to defaut val Configure the system mail address for features such as delivery,
Evel ault value.

workflow, etc. Default is: info@cloudsharedoffice. com
Sender name | CSODFDEMO 20714 Co., Ltd.

Sender address || csodfdemo@solxyz.co.jp

If you want to change the sender address, you must publish SPF record in DNS as follows:
(e.g.) example.cop. IN TXT "v=spf1 +mx include:spf.repica jp ~all"

Organization logo

The logo that is displayed on the upper left corner of

Add logo

the application menu, you may change it to any image file.

After configuring your organization’s basic information, let’s configure your “System-

mail sender”, and “Organization logo”.

<= (Organizational setting

' Edit the basic information of organization OK [} Cance

Corporation space size infomation (limit / now)

Collabo Space | | GB [¥]Uniimited / 963.9 MB

Company Space GB ] Unlimited / 194 KB

After inserting all necessary information, click the “OK” button to save.

2.2 Departments/Positions Settings

This section introduces how to setup “Departments/Positions” according to your
organization’s system.

Select “Configuration” from the application menu, select “Organizational settings” from
the chevron menu.

I cioud shared Office ]

Organizational setting @ Crganizational sefting
=== Departments and Positions

& g o

Organization Partners Information
Information

Cloud Shared Office
01/07/2015 10:35

Depariments and]  Nofification of spaces
Postions

Pagel:|d1 Y] View 1 -1 of 1 Showing 1

Details of depariments and positions
CSODFDEMO 2014 Co., Ltd.
ERLESiE

Select “Departments and Positions” from the tree-view, click the “New” button to create

a new departments/positions type.
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[ tioud shareo office

Organizational setting B Oroanizational setting = Departments and Positions Information m
=== Create a new department and position 5 Cancel
A Type of departments and positions
Type Name |SOLXYZ Co, Ltd 3
Organization Fartners i

Information 912 characters remaining

Description

Depariments end  Notificstion of spases
Fositions

Details of departments and positions

Base Type [SOLXVZ5S v]

CSODFDEMO 2014 Co., Ltd. Create a depariment and position directly under 4
EM$3%ES Up Down | Edit | Create a department and position directly under | Delete a department and position | Add Users

- ERS% S Up Down | Edit | Create s department and position directly under | Delete a department and position | Add Users

E41E Up Down| Edit | Create s depsriment and position directly under | Delete a and position | Add Users
~PEFETETE  Up Down | Edit | Create a department and position directly under | Delete 8 and position | Add Users

E£385F Up Down | Edit | Create a department and position directly under | Delete a depariment and position | Add Users
i..§8F88F Up Down | Edit| Create a depariment and posifion directly under | Delete 3 depariment and position | Add Users

i $¥38F Up Down | Edit | Create a department and position directly under | Delete & department and position | Add Users

E-E%ESF Up Down | Edit | Create a department and position directly under | Delete a depsriment and position | Add Users

i.5H#48Y Up Down | Edit | Create a department end position directly under | Delete a and position | Add Users

-PB=F8Y Up Down | Edit | Create a department and position directly under | Delete a and position | Add Users

L.JEPMEY Up Down | Edit | Creste a department and position directly under | Delete a department and position | Add Users
~FAEHFEE Up Down | Edit|Crestea and position directly under | Delete a department and position | Add Users

. EEPH% Up Down | Edit | Create a department and position directly under | Delete a depariment and posifien | Add Users

After entering a type name, create your department/position along the company system.
Registering users to departments and positions are to be done after the
departments/positions system is finished. When you have finished creating the system,
click “OK” button to save.

=

[ cioud shareo office <]

Organizational setting mm  Croanizational setting

Ly Departments and Positions + Ngw

A Type of departments and positions
Update
Organization Partners Informstion Naoki Motosato
Information 01/09/2015 1314

Cloud Shared Office
01/0772015 10:35

Upon finishing, click the “Apply” button to apply the system to your organization.

2.3 Disk Capacity Setting

1) Disk Capacity Setting

By setting a threshold to your organization’s storage capacity, notification e-mails can be
sent to administrators when the threshold is reached.

Select “Configuration” from the application menu, select “Service Management” from the
chevron menu.

Select “Disk Capacity Setting” from the tree-view.
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[ cowsnesore @ BN« 88 a

%, Service Management
o

- Disk Capacity Setting

Service Management

Collabo Space

Disk Capacity _— =
Setting Upper limit settings
Upper limit settings ®
f_‘ ™\ Maximum size Unlimited ] settings
o Contract Disk Capacity 2T
Notification Settings
Delivery Capacity 0ld usage Maximum size S — GB
nlimi

sedtings (to May 2015} Enable Notification m

0Old Space Capacity
(to May 2015)

OK

Utilization volume 349.22 MB (0.0 %)

100 %

First, choose a space (My Space/Collabo Space/Company Space/Archive) that you would
like to set an upper limit on the disk capacity.

Then click the "settings" button to set an upper limit.

Next, set the “Notification Settings”.

Notification Settings

Enable Notification OFF 4
el Determine the threshold by moving this bar
Threshold value | Utilization volume 22 0.0 %)
5 100 %
28.4 %
o4k Add || == Delete
Notification User « Profile Email

Page o of 0 10 - No records to view

By turning [Enable Notification] ON, notification email will be sent to the notification
destination when the disk usage of a space has reached the threshold.

Determine the threshold for the contract capacity by moving the red bar from side to side.
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[N [ [ — F
[ cowsocoone: B B & | B @ [:

§ 7%, Service Management T
Kes . . .
== Disk Capacity Setting | update || cancel

Service Management

Notification

Usage Disk Capacity
Setting
Company All = Div/Pes All ~ Name Search Clear
= | H
7
o User + Profile Email
) p
Delivery Capacity old usage
ing (to May 2015)

O

1 i:}(t;r‘zyggoﬁr,ngg—m:ﬁﬂEnterpnse Editicn) System administrator
1 SOLXYZ Co., Ltd. (#7fi— MESEAEnterprise Edition) System Administrator, I H
Employee (kkatouemployee@60demo.com)
g L SOLXYZ Co., Ltd. (Partner Main) Standard User EE— 6
7 Lee John (john@60dema.com) ﬁ
4 Add

Qid Space Capacity I SOLXYZ Co., Ltd. (#ii—HBEEAEnterprise Edition) System Aﬂmm\strator_ - Delete ‘

(to May 2015) Mami Motohashi (mientrasestudiaba@salesfoce.es)

SOLXYZ Co., Ltd. (#7fi— MESEBEnterprise Edition) System Administrator| INEEEEE
saite AA (saito@60deme.com)

o3

Email

o

- SOLXYZ Co., Ltd. (Partner Main) Standard User I

L Smith Anne {anne@60demo.com)

l SOLXYZ Co., Ltd. (Y7~ HEEEMAEnterprise Edition) Standard User _
Tom Watson (tw@60demo.com)

bl SOLXYZ Co., Ltd. (Partner Main) SEEn M
YOSHIMI SUWA (yosuwa@60demo.com)

Page 1 of 1 50 v ‘View 1 - 33 of 33 Showing 33

No records to view
sledo = T

Click the “Add” button and select the users you wish notify when the threshold is reached,
then click the “OK” button.

© %, Service Management
——— ity Setti | _update |
=2 Disk Capacity Setting ®)] m Cancel

| Archive - ‘

Notification Settings
Enable Notification m OFF

2.847TB
10.00 TB

Threshold value | utilization volume 339003 KB (0.0 %)

100 %
28.4 %

After configuring a space, click the “Update” button to save your configuration.
Notification settings can also be configured for other spaces by following the same

instructions.

B Caution: Please be aware that without setting a maximum limit to the organization
space, unlimited files can be stored. When the stored volume exceeds your contracted

capacity, excess charges will be charged.

2) Delivery Capacity Settings

Select “Configuration” from the application menu, select “Service Management” from the

Qo
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chevron menu.

Select “Delivery Capacity Settings” from the tree-view.

I crous stared offce

. Service Management

%
“wv' Delivery Capacity Settings

Notification Settings of Total
2 | Determine the threshold by moving this bar |
741.00 GB

Service Management

Update Cancel

Enable Notification

Disk Capacity
setting
2.00 TB
g Threshold value | utilization volume 0.00 Byte §0 %)
Delivery Capacity oid usage 3 100 %
i (to May 2015) 36.2 %
4 Add | == Delete
g Notification User + Profile Email
old space capacity
(to May 2015)
Page o of 0 0 - No records to view

By turning [Enable Notification] ON, notification email will be sent to the notification

destination when the delivery usage of the entire organization has reached the threshold.

Determine the threshold by moving the red bar from side to side.

I crous shered office

F Service Management
s Delivery Capacity Settings

Service Management

Notification Settings of Total
=] MNotification ®
usage Disk Capacity
Setting
Company All + Div/Pos All ~ Name Search || Clear
[ )
© User + Profile Email
Nt SOLXYZ Co., Ltd. (47— MESEBEnterprise Edition) -
Detverycopacty Ol sage L S e system admmstretor 4
(to May 2015)
SOLXYZ Co., Lid. (47— MESEEEnterprise Edition) E
l System Administrator | -
o Employee (kkatouemployee@60demo.com) i 4 Add ‘ Tz |
SOLXYZ Co., Ltd. (Partner Main)
) | stncaduser o
g o Lee John (jehn@60demo.com)
SOLXYZ Co., Ltd. i MEEEAENL: Editi
old Space Capacity J Rt e S oy ystem adminstrtor N
(to May 2015) ! . =
SOLXYZ Co., Lid. (47— MESEBEnterprise Edition) System Administrator [
saito AA (saito@60demo.com)
SOLXYZ Co., Ltd. (Partner Main)
J | stoncarduser |
o Smith Anne (anne@60demo.com)
‘ SOLXYZ Co., Lid. (47— MESEBEnterprise Edition) standard User [
Tom Watson (bw@60demo.com) 5
No records to view
7 i SOLXYZ Co., Ltd. (Partner Main) e I
2 YOSHIMI SUWA (yosuwa@60demo.com) il
ﬂ Page 1 of 1 50 - ‘View 1 - 33 of 33 Showing 33 _
: 6 Lo

Click the “Add” button and select the users you wish notify when the threshold is reached,
then click the “OK” button.

Set the threshold and notification destination of delivery usage for each user in the same

way.
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Notification Settings for each user
Enable Notification m OFF

Threshold value 100 % -

Notify each person m OFF Other notification destination m OFF “ Add ws Delete

B User = Profile Email

Page o of 0 0 - Mo records to view

In the "Notification Settings for each user", enter the threshold directly.

Specify the notification for each person or other notification destination.

[, Service Management
“s' Delivery Capacity Settings Cancel

Notification Settings of Total

Enable Notification m OFF

741.00 GB
2.00TB

Threshold value | utilization volume 0.00 Byte .0 %4)

100 %
36.2 %

After configuring the notification settings, click the “Update” button to save your

configuration.

2.4 Delivery settings
Regarding to "Sender's Email address", you make a choice between the organization
settings and the e-mail address of the person who delivers.
1) Use the e-mail address of the person who delivers.
Since the default setting has been set to use the e-mail address of the person who

delivers, it do not have to do anything.

2) Use the organization settings
Check if the "Sender name" and "Sender address" have been set in "Configuration >>
Organization setting >> Organization Information" menu.

For more details, refer to "2.1 Organization Basic Information".

10
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Select “Delivery” from the application menu, select “Delivery settings” from the chevron
menu.

[P | —

v uS

Delivery settings -, Delivery settings

Basic Settings

—
[ oo s omee R N6

4

Period & Number of Downloads

Period  Initial 10 davs
Basic ettings ignature settings value ¥
| Impossible to change by user.
Number of  Initial
g Downloads  value o times
Delivery Rule
| | Impossible to change by user.

Sender's Email

Sender Use the email address of the person who delivers

Select “Basic settings” from the tree-view, click the “Edit” button.

Delivery setfings
/ Edit Basic Settings 4 Cancel

Period & Number of Downloads

Period Initial

value 10 days

Impossible to change by user.

Number of  Initial

Downloads value 2 times

Impossible to change by user.

Sender's Email

Sender ! 3l Y
3 @ Use the Organizational setting's [Sender's email]

Select the "Use the Organizational setting's [Sender's email]", then click the "OK" button.

2.5 Register Users ~Manual Registration~
This section introduces how to add user IDs for those that uses CSO ECM.
Select “Configuration” from the application menu, select “User Management” from the

chevron menu.

11
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F cowsrored e I B2 BER a

User Management | l User Management

User Management

W

i

~» Reminder H 479 Import || 47 Export || ) Search |

Profile

User Last login date

‘CSODEMO Global Co., Ltd.

O
O David Brown (david@csodr4.com) Base custom profile 10/15/2014 0028 @ @
E gioagDEE:;Srf m?cf\:ﬁ; ‘demuonmnnaq\e SR LS L)
Fole Management  Profile management E 1 ﬁﬁﬁnﬂﬁéﬁéﬁfﬂ; Qutside custom profile 10/02/2014 20048 @ e
O &iﬁ:?ﬂ%ﬂé&m com) Standard User 01/07/2015 10:29 ® e
O &iﬁ:i:ﬁwﬁ:ﬂaﬁ;gﬂﬁd com) Base custom profile 10/14/2014 02:04 LY
adminigr;umprgnoﬁ\e Space User Expacien E mﬁm@ ztfecuj\ﬁelgrrainingzmat conf Dﬁ%ﬁmlgr%%t%%m Standard User © e
- o e aetacon RSGSS e ———
O :ﬁ:lg:::; ?rgnﬁo@csodfm,cmnj %%%B%?ﬂ Base custom profile 01/07/2015 10:33 LY
Duplicste parmit O ﬁszshiﬁﬁﬂﬁ comt Base custom profile 10/15/2014 0117 @ e

Select “User Management” from the tree-view, then click the “New” button.

—I_U_H_||_|
[ cious shared office [ >-<

User Management n Personal settings

Edit the personal information |£|| Cancel

My information
~

User Management  Group Menagement Nao User IDs are in e-mail address format (e.g.

@domain. com). It can be set to a non—existing address.

Role Management  Frofile managemant Family Name Metosaty/ | Profile | System Administrator v
Company [CSODFDEMG 2014 Co., Lid. v

First Name
Rl — e — it

1
Group Space User Extraction I T
P S User ID | admin@csodit4.com | |
management ]
- e

Home Space nacki motosato |

Add the department/position that was just created.

Detepatedapprover [ 1Q @
S () werr [ ] Q@ @

Time zone [ (GMT+08:00) Singapore Standard Time (Asia/Singapors) v

Language

Departments and Positions Informatio”.

Duplieste parmit

departments
and positions | Adg

Basic information

12
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I cioud shared office

Personal settings

Edit the personal information

User Management

My information
| Set time-zone and language. Displayed

User Management  Group Management

departments language for all menu item can be

and positions.

(S
Qo

changed. (Japanese, English, Chinese)

=

Role Menagement  Profie management

Area and Language

mll Time zone | (GMT+085.00) Singapore Standard Time (Asia/Singapore) ~
= H:H

Language [English w

Group Space User Extraction

sdminsirsiorFrofie
management
) Used Disk 40.48 MB Available Disk Space 5 =] [ uniimited
@ Used Delivery 0Byte Available Delivery Space 5 GB [ Uniimited

Duplicate parmit

Notification of personal usage

‘ Set the limit for storage capacity
of My Space, and the limit to its
delivery amount.

Disk Space threshold |30 [V Active
Delivery Size threshold 50 [V Active

Basic\nformation Group information

Set the threshold for
can be sent to the specific individual when threshold
is reached

individuals and notifications

Fill out the below items and click the “OK” button.
¢ The items in red must be filled out.
Family Name
First Name
User ID (in e-mail address format)
Email address
Home Space (The name of the highest directory under My Space)
Profile (The steps to customize profiles will be introduced later in this guide)
Departments and Positions
Delegated Approver
Superior
Time Zone
Language
Available Disk Space
Available Delivery Space

2.6 Register Groups

In CSO ECM, apart from departments and positions, you may also create groups that

includes multiple users for your projects, sales teams or support teams, etc.

13
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Select “Configuration” from the application menu, then select “User Management” from

the chevron menu.

[ cious shares office

User Management

User Managemenf§  Group Mansgement

Role Msnagement  Profie mansgement

o 1

User Management
% Group Management

Group «

Update

Customer Service SLA Project Naoki Motosato | : 6
It is & group of our customer sernvice feam . 01/06/2015 1512 Gt
0 Everyone Cloud Shared Office
08/07/2011 1902

Select “Group Management” from the tree-view, then click the “New” button.

T |
[ cioud Shared office ]

User Management

Role Management  Profie management

I
M’I &
H
Group Space User Extraction
sdministratorProfile
management

Duplicate permit

[ = —

Set a group name.

Group Information

Describe the purpose

Group Namell |Customer Service SLA Project
for the group.
460
Itis a group of our customer service team|
~
Descriptior}
W
| You may also set
|ﬂ”ﬂy hierarchies to groups.
D Name
Parent groupyj

| 4k Add | == Delete | v

To add users to this group, click the “Add” button.

14
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2 oo
E ~ || 1 dpartments and postions information |
[ User | Search  Clear
O Mame = Company
‘—'_ il <0 1SN0 (IrOgRCSodT14 com) P e e POt
U 1 ;ﬂthWmclu.:m JC&DDFDlimauuco.,m. .
L 1 -"Wmtmﬂlﬂ@:aomdwn} C20DEMD Giobal Co., Lid,
& 1 Kamie lomitaka (KaMIS@Trainng2014.com) CSODFDEMO 2014 Co, Lig.
1 Nacks Motosato (admingcsadtt com) pbrariiziiiinfi
- 1 m#“mua:m1¢.:m NADK] industry Co, Lid
O 1Mwwa_m CSODEMO Global Co., Lid,
O x Patricia Taylor (patricia@esoaf1 com) €S0 Intemational America, Inc. v
Page[t  |of2 = wmi[m_w] Vit 1- 10 o 11 Shewing 10
W
- >
OK | Cancel

Search for and select the users you wish to add to this group, then click the “OK” button.

T T T2 T e |

I cioud shared office

User Management

k.

= R
User Management

Group Management

‘
L\

| b New || == Delete || = Changeview || ) Search |

Group =

Update

Customer Service SLA Project Naoki Motosato y

User Management  Group M t

sertiana roup menegement {1 1] s ke O 01/0612015 15:12 BE7Q

O Everyone Cloud Shared Office
E Ml: 0810712011 19:02
I

NV e/
Role Menagement  Profie management

| s 1 Y] [~ |

Finally confirm that your created group has been registered.

2.7 Register Users ~Batch Import~
This section introduces how to add user IDs for multiple users who use CSO ECM.
Select “Configuration” from the application menu, select “User Management” from the

chevron menu.

15
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[ cious shared office

User Management User Management
User Management 4 New + Reminderl | 4% Import § 4% Export | () Search

! All

("

0 User = Usage End Date Profile Last login date Status
CSODEMO Global Co., Ltd
User Management  Group Management | ] ; o - Base custom profile 10/15/2014 00:28 ® o
User Management
I O
E M’: Import users
= — O l
Role Msnsgement  Profile mansgement
U Encode
B EE FeNae s s _
Please drag & drop it.

File

@ Select a file Upload 0Ob 0%

L
; Using runtime: htmls

4

You can check the the format of csv file to import by

=1

exporting user info.

Create CSV data like the below sample and batch import user information. Note that

the “Disk Space” for users are there storage space size in My Space.

lastname firstname lastname_kana firstname_kana  userid mail homespace profile
Motosato Mao ki Mao ki Motosato admin@csodf! 4.com mhaoki@solxyz cojp naoki motosato System Administra
Brown Diavid david@csodf1 4 com vosuwa@soboz.cojp david Base custom profi
Manki Hanako hanakn@®csodf1 4 corm yosuwa@soboz co jp hanako Base custorm profi
Ishike Jiro irnifeendf d ~om Lnsesifen | i ien Mbsida costaem
Smith Jokin User Managsment i
Williarns Linda Import Cancel Run 5
Jenkins tlaria i
Contents
ehite ]
Tavior Patricia All k)
Lempnii beraitale Create 3 i
Update .
Fail e
Categal Usemame User D « Profile Enable Remarks
Fail |New User aaa Standard User Valid |User IDis illegal.
Create | Motosato Naoki admin@csodfid.coma System Administrator | Valid
Create |Brown David david@csodi14.coma Base custom profile | Valid
Fail | Naoki Hanako hanako@csodt4.coma Base customprofile | Valid |active_start_date is illegal.

Confirm that the import was successful, and click the “Run” button.

¢In case of failure, click on the number of failures to see further information.

2.8 Application Management Settings (Profile)

In CSO ECM, you may customize the authorization to features and displays for each

16
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user. This kind of authorization in application management is called Profile in CSO ECM.

The steps for customizing profiles are introduced in this section.

Select “Configuration” from the application menu, then select “User Management” from

the chevron menu.

User Management W User Management

[ cloud stareo office

Profile management
O Profile = Update Action
Base custom profile
User Msnagmj]m Group Mansgement | [ ] P 1%%%?:;;;6 B70
Cutside custom profile Naoki Motosato
m,! O 10/02/2014 20:38 L
E G |14 [ |Powerlser Naoki Motosato =] x]
0 s ) 0812872014 14:44 -
Role Managementf  Profie mansgement | | [ | Standard User Cloud Shared Office ‘
08/D7/2011 1902 d
T 0 System Administrator Cloud Shared Office ‘ ]
mll 08/0772011 19:02
- L ]
—
Group Space User Extraction

Select “Profile Management” from the tree-view, and click the “New” button.
% Please be noted that “System Administrator” and “Standard User” are default

profiles and cannot be edited or deleted.

[ cov shorec orree

User Management

User Management = Profile Management
Create a new profile
Profile Information

(o
(3

User Management  Group Mansgement I Profile Name | Power User| I 8

512 characters remaining

(i

I

Description
Role Management  Profile mansgement

4

[
&

I Base profile | Standard User vI 4

Group Space User Exiraction
administratorFrofie
e
Hiding and Showing Menu to display Menu net to display 5
Contents Trail
Delive .
Duplicate parmit Wonm:vm Display

Configuration

Hide

Defauit

Insert any name for your new profile.
When creating a new profile, you may choose an existing profile as base profile, and
create on top of that. To do so, select a profile in the Base ECM Profile drop-down list.

Next, specify the menu items to be shown in the application menu. Authorizations can
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only be set for those features that pertain to your selected menu items.

[ cloud Shared Office

User Management W User Management > Profile Management
Create a new profile
! g Space Management and Permission Settings A
My Space [/ |nvitation
JserMenagEmant - Greup lensgzment Collabo Space v/ standard (| Root Space Authority || Administrator
1 Company Space  [/] Standard []Roct Space Authority [ ] Administrator
H’: Archive Space [ standard [ Administrator
I
Basic Features  [] User Management [ Group Management [ Role Management [ ] Profile Management  [] Modify User ID
ml: [+ Modify Personal information  [] Group Administrator Profile Management
o Space User Extraction [ Standard [] Administrator
Ol 01 s onces o sy
mensgement Trail Management [ | Reference [ csv output [] Administrative Authority
' Delivery Management /] Standard ] Administrator
g Workflow Management /] Standard [ Basic Settings ] workfiow Definition [ Category [ Administrator
Duplicate permit Organization Settings ] Overview [[] Partner Information [_] Departments and Positions Information [_] Usage notification
Security setting || Administrator
Service Management [ Usage [] Space Size
Contents Management ] \ersion management [_| Compression with password [ PDF Watermark  [_] PDF security
[[] Contents update notification [ ] Lifecycle [] Creator's Cpirion
Custom field management [ Contents [] space [Juser
List Customize Settings [ Contents List
6 Mobile management [ adminisirator Check necessary items.
Support Management [ Standard [ ] Administrator v

Select the features for the profile under each menu, i.e., “Space Management and
Permission Settings” or “User Management and Permission Settings”, and “Others and
Advanced Permission Settings”. To select, check the boxes beside each feature.

% The “Root Space Authority” under “Collabo Space” and “Company Space” is the

authorization to create and access spaces right under the root space.

After checking all necessary features, click the “Save” button to save your configuration.

[ cious shared office

=
=

User Management

O Profile = Update Action
User Manag Group Mansgement O Base custom profile Maoki Motosato | .l
10/07/2014 12:56 -
m Cutside custom profile Naoki Motosato ®
- =
H | PowerUser Naoki Motosato
u L_J 03/28/2014 14:44
Role Management  Profile mansgement 'ﬁﬁﬂm e e o
— 08/07/2011 19:02 d
O System Administrator Cloud Shared Office | ]
m 08/07/2011 1902

Confirm that your new profile has been registered. If you wish to edit the profile click

the - button, if you wish to delete the profile click the @ button.
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2.9 Access Authorization to Files and Spaces Settings (Role)

In the Contents Management menu in CSO ECM, you can customize the access
authorization to files and spaces for each user. This access authorization to files and
spaces is called Role in CSO ECM.

This section will introduce the steps to customize roles.

Select “Configuration” from the application menu, then select “User Management” from

the chevron menu.

[ crows shared oFfice

User Management

= Role Management
Role = Updaie Action
O
User Mansgement  Grous Managemen: | [ | D25 Cusiom rale 1?3?;25\2313018;% = o
O Collaborator Cloud Shared Office | -]
M’{ 0ai07/2011 12:.02
E & H O Coordinator Cloud Shared Office | ]
! \ ) 08/07/2011 1902
Role Mansgementl]  Frofie mansgament | [ Guest Cloud Shared Office [
0810772011 19:02 -
Lifecycle role Naoki Motosato
= EE ) 5/0

Select “Role Management” from the tree-view, then click the “New” button.

% “Coordinator”, “Collaborator”, and “Guest” are default roles and cannot be edited or

deleted. The order for more authorizations is in the following order: “Coordinator” >

“Collaborator” > “Guest”.

[ cioud shared Office

User Management = Role Management

User Management n=

D=’ Create a new role OK | | Clear

Cancel

Role Information

I Role Name Owner

User Management  Group Management

T2 CNEraCiers remaining

[ Acceptance of Space
[ Copy Space
[ Move Space

[ POF watermark settings
[ Lifecycle

[ Version management setting

[ Copy other user space

[ Move other user space

[l Space Rule

[ Browse Space History

[ PDF security setfings

[l Publication period settings

I
E =z "
I Description
Fole Mansgement  Profie management
I
=]
_ I Base Role [ Coordinator v\I 4
Graup Space User Extraction
sdministratorFrofie
management pace Managemes
[ Invitation to Space [ Create Subspace Check necessary itemS
[ Browse Invited Space [ Browse Subspace
Duplicste parmit ] Modify Invited Space [ Modify Subspace
[ Delete Invited Space [] Delete Subspace
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Insert any name for your new role.

When creating a new role, you may choose an existing role as base role, and create on

top of that. To do so, select a role in the Base Role drop-down list.

After selecting a base role, check the boxes beside the operations to authorize (under

space management, content management, or others).

[ cious shared office

User Management

User Management

Role Management

E

&

Group
administratorProfile
management

Duplicate parmit

Group Management

(H

Frofile management

Spsce User Exiraction

2= Create a new role

Contents Management

[+ Add Contents

[+/] Download the contents
[+ Reference

] Edit

[] Create Web Text

[/] Acceptance of contents
[+ Copy Contents

[+ Move Contents

[ Browse Properties

[] Modify Properties

[¢/] Delete Contents

[ Browse Invited Users

[ Modify Invited Users

[] Delete Invited Users

[+] Mave from Company Space
[+] Mave from Collabo Space
[ Archive

m= User Management > Rele Management

[ Update other user contents
[ Copy other user contents
[ Move other user conteins

|| Browse other user contents property

[l Modify ather user contents property

|| Delete other user contents
[ Create link contents

[ Delete link contents

[l Play video / music

[ Check In

[l Check Cut

[l Cancel check out

[ Contents Delvery
[ Execute Worlflow

Check necessary items.

Cancel

After selecting your necessary operations, click the

configuration.

“OK”

button to save your

[ cious shared office

User Management

User Management

Role Mansgement

e

Group
scministratorProfile
mansgement

Group Management

Frofile mansgement

Space User Extraction

User Management

=" Role Management

o New

== Delete

) Search

O Role « Update
O Base cusiom role Naoki Motosato
10/02/2014 15:49
0 Collaborator Cloud Shared Office
08/07/2011 1902
O Coordinator Cloud Shared Office
08/07/2011 19:02
O Guest Cloud Shared Office
08/07/2011 1902
— | Lifecycle role Naoki Motosato
i e
O Cwner Naoki Motosato
08/28/2014 15:12
r=—tmrTE Naok
10/02/2014 15:53

Confirm that your new role has been registered. If you wish to edit the role click the
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button, if you wish to delete the role click the 0 button.

2.10 Check the usage

You may check the available amount, delivery usage and disk usage for each networking

space, such as My Space or Collabo Space, etc.

Select “Configuration” from the application menu, then select “Service Management”

from the chevron menu.

[ ciove shared oriice

Service Management

Setting

Delivery Capacity Old Usage
Settings (to May 2015)

ol

0Old Space Capacity
(to May 2015)

Service Management

Usage

Monthly usage

‘ Changes in monthly usage ‘ Changes in yearly usage

Recent status - | | Organization -

Available Disk Amount

2,07TB

Disk Usage
Company Space
Collabo Space

Choose the “Individual” from this pul|-down,

and check the usage of each user.

My Space
Number of Contents

Company Space

Collabo Space

LUSGE

347

Storage usage of billing

My Space 106
Maximum Disk Usage (10/06/2015 15:51:44) 1.43 GB l
Available Archive Amount 10.0TE
Archive Usage 339 KB

Number of Archive Contents
Maximum Archive Usage (10/03/2015 00:00:57)

Available Delivery Amount

2

Delivery usage of billing

/ 20718

Delivery Usage

0Byte |

Number of Delivery

1]

Next, select “Usage” from the tree-view.

You can check the Monthly usage, monthly transition(shift,simulation), annually

transition.

If "Maximum Disk Usage" and "Delivery Usage" are within the range of contract

edition, overage charges will not arise.
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2.11 Password Policy Settings
In CSO ECM, you may configure users’ password format and the valid period for the
passwords.

Select “Configuration” from the application menu, then select “Security Settings” from

the chevron menu.

" Cloud Shared Office

r}l Security setting
| Password Policy 7 Edit

@ Configuration information

IP sddrass connection  Single Sign-On User passwords expirein 00 days
limit

Enforce password history Password can not be used 3 times before

h‘j | | Advanced restrictions Settings

Password Policy Spaciy Login Minimum password length 8 or more characters
destination

P. ity requi Iust mix alpha and numeric
Maximum invalid login attempts 3

Lockout effective period 15 minutes

Last Updated -

Updator

Select “Password Policy” from the tree-view. The default settings are as follows. If you
wish to change the rules according to your company’s ISMS standards, click the “Edit”

button and insert appropriate values.

v" User password expire in 90 days

\

Enforce password history Password can not be used 3 times before

(Advanced restrictions settings not activated)

v Minimum password length 8 or more characters

v" Password complexity requirement Must mix alpha and numeric
v Maximum invalid login attempts 3

v" Lockout effective period 15 minutes

2.12 IP Address Restriction Settings
In CSO ECM, you may designate the allowed access IP address for login.
Select “Configuration” from the application menu, then select “Security Setting” from

the chevron menu.
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I cious srared Office <] ( et
Security sefting n g Security setting
: IP address connection limit | 4 New | == Delete || L search \

e [ o |
Lo

Configuration information

IP adddress connectionff  Single Sign-On [C] Don't apply IP addresses limitation if using Face.
limit
f; Allowed IP addresses
- O Name _ Start IP address End IP address Update Action
~
Naoki Motosato
Fasmurord Poicy Spacty Logn O |DEMO | 0.0.00 | 256.255.255.255 | EABTE | 7 Q

Select “IP address connection limit” from the tree-view, and click the “New” button.

[P (R (R
0]

[ cious shared office <] ( ges
Security setting g Security setting

Edit Trusted IP range

ﬁ P
) Specifies the IP address 1o allow the user's login.

L sddmsls ;ﬂmedim Single Sign-On Allowed IP address, not just through the browser, the connection is also restricted with API.
im
= ik Name |DEMO | 2
~
—_— Start IP address o . 0. 0.0 EndIP address =255 . 285 . 255 . 255
Password Policy Speciy Login

Creator Maoki Motosate  Create Date  08/28/2014 16:22
Updator Maoki Motosato Last Updated  08/28/2014 16:22

Insert any name for your regulation, and click the “OK” button.

e [ o |
Lo

I cious srared Office < ( =t
n g Security setting

IP address connection limit | 4 New H == Delete || L search \

Configuration information

P eudres‘_s l;:nnectmn Single Sign-On [C] Don't apply IP addresses limitation if using Face.
imi
f; Allowed IP addresses
- O Name _ Start IP address End IP address Update Action
~
Naoki Motosato
Fasmurord Poicy Spacty Logn O |DEMO | 0.0.00 | 256.255.255.255 | EABTE | 7 Q

Confirm that your new regulation has been registered. If you wish to edit the regulation
click the - button, if you wish to delete the regulation click the @ button.

Note that you may create multiple regulations and use them together.

2.13 Contents Update Notification Settings
In CSO ECM, you may configure the length of the period to show the “NEW” icon and
the “UPDATE” icon when files are newly uploaded or updated. The period can be
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separately set for each space’s directory.

Select “Configuration” from the application menu, then select “Contents Management”

from the chevron menu.

I ciou shared ofice

Contents Management

,_.'; <
- I'.T
S |
Version mansgement  Compression with
password
)
i
PDF Watermark PDF security
Contents update Lifecycle

[ T
= ¢ B

.. Contents Management
ﬁ Contents update notification detail Q
Detail

Collabo Space Company Space

Activation | |
When add contents  Not set
When update contents Mot set
Creator Maocki Motosato Created Date 08/28/2014 16:55:15

Updator Naoki Motosato Last Updated 10/02/2014 15:11:38

Select “Contents Updated Notification” from the tree-view, and click the “Edit” button.

[ cious shared office

Contents Management

LA
—
‘ersion mansgement  Compression with
pessword
PDF Watermark PDF security

Contents updste
notifiation

e
[ |
Contents Ma nt -
ﬁ] o | oK || cancel |

Edit contents update notification

Space Collabo Space Company Space

When add contents |1 wesk 5

Creator Naoki Metosato Created Date 08/28/2014 16:55:15
Updator Naoki hotoszto Last Updated 10/02/2014 15:11:38
(] Enable individual settings [SpaceName ]| Qi Search || s Add || = Delete

Select the space to edit, check the box beside “Activation”. Set the length of the period to
display the “NEW” icon beside “When add contents” and set the length of the period to
display the “UPDATE” icon beside “When update contents”.
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:
= H S
Contents Management #] Contents Management

[ cious shared office

| oK || Cancel ‘

Edit contents update notification
My Space Collabo Space Company Space
‘ersion mansgement  Compression with
passward Activation ]
= When add contents | 1 wesk o
When update contents
W Creator Maoki Motosato Created Date 02/23/2014 16:55:15
PDF security
Updator Naoki Motosato Last Updated 10/02/2014 15:11:38
" | W Encble incivicual ssttngs | O Sracsiame ] O Search | o+ Add | = Delete |
| space ‘\When add contents When update contents
Contents updats Lifecyck
Cotfioaton N Bay Area Office 1 week ‘1 week ‘ A
Caollabo Space > CSODEMO Global Co, Ltd. > CSO Americas Corporation

If you wish to separately configure the period for each individual space, check the box

beside “Enable Personal Settings”.

Frease saiect 3 5pace 10 2l
& 7] cotato Space
=& ] conDemo Gisssl Co. L
B 7] 080 Amencas Coporation
B []C50 Asia Corporation
[ 50 me comoraen | S
B [apan
3@ Clree ) Search | o Add | == Debile
s When updats confents
1 i ~
1 ek
1wk
|1
 F—
1 waaic
oK || Cargpl 1 v
[ et e g, 1 e -I'\llllc -
- “"D“’ s i 1 - 420 2 Showing 83

Click the “Add” button, check the boxes beside your desired spaces, and click the “OK”
button.
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&,

Version mansgement

PDF Watermark

Contents update
notification

[P |
o]

IR P
[ o sores e I SN \(

Contents Management n

Compression with
password

Lifecyele

Contents Management

ﬁ Edit contents update notification

My Space Collabo Space Company Space

Ay

{

‘?H cancel |

Activation [+

When add contents | 1 wesk

When update contents

Creator Naoki Motosato
Updator MNaoki Motosato

Created Date 08/28/20714 16:55:15
Last Updated 10/02/2014 15:11:32

) Enable individual settings | L searcn || 4 Add || == Delete
] space When add contents When update contents
D ¢SO Europe Corporation 1 week 1 week
Goliabo Space > CSODEMO Global Go., Ltd. > G5O Europe Gorporation
O . 1 wesk 1 wesk
Collsbo Space > CSODEMO Global Co., Ltd. > CSO Europe Corporaion >
mn CS0 France Co., Ltd 1 week 1 week
Collabo Spate > CSODEMO Global Go., Ltd. » GSO Europe Gorporafion >

Confirm that your configuration has been added, and click the “OK” button.
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3 In the End
Up to this point is the basic setup for enterprises to use CSO ECM. For more advanced

usage, an advanced setup guide will be released soon.
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